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Encoding Encoding
Input Output The dominant sequence transduction models are based on complex recurrent or
Embedding Embedding convolutional neural networks that include an encoder and a decoder. The best
1 T performing models also connect the encoder and decoder through an attention
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(shifted right)




Early Attempts

The model was a cool gimmick. It generated funny text and stuff.




Early Attempts

William Pear

Actually, sometimes the model sounds a bit like Shakespeare

William Shakespear

Meme by araamsedkh

And co Gagpareth hath caid...

Gives me permicsion not to do so, but doec it not

Ac the other, for he chall not be free from thic.But let him be free,
and let him be free. Now, Grief my lord, that I have been so fair
a¢ that, And that I may be fair, My qo0d lord, my good lord, Give
me no more.NMow, Grief my lord, that I have been so fair as that,
And that I may be fair,

My good lord,




A historical day

On November 30 2022, OpenAl releases ChatGPT

®

How can | help you today?

GPT-3.5 Turbo



A historical day

Hehe
Chat will do
homewerk

| can write
emails more
efficiently

There were 4 types of people that day

I’'m replacing
Google

CHATTING
WITH Al
WAIFUS

LESSGOOO




& What You Need to Know First Imagine you can overwrite memory near stdout :

To
.

Daily Life

/ Simple Example Flow

understand and perform FSOP, you should be familiar with: & @ Copy ¥ Edit

glibc internals, especially FILE structure ( struct IO FILE)

Heap exploitation techniques (e.g., tcache, fastbin, unsorted bin) stdout > flags 4 ‘ P ‘7 .
stdout->_I0 _write_base = ...

Arbitrary read/write primitives stdout->_I0_write_ptr = ...

Vtables used in FILE structures SEdolE - T0IDUR-Base o
stdout->_I0 buf_end = ...

House of Orange / House of Corrosion (advanced exploitation techniques that FSOP may build

on) stdout->vtable = ptr_to_fake_vtable;

Then when the program calls fflush(stdout) , it jumps to your fake vtable and calls an attacker-

controlled function.

% Helpful Tools
FSOP in Practice: General Steps

« pundbg or gef (GDB enhancements)

. Gain Arbitrary Write: « libc-database to know offsets for glibc versions

» You need a primitive that allows you to overwrite arbitrary memory (e.g., via heap overflow, * [ERISENEY to script your exploit
UAF, etc.).

. Locatea FILE structure:

%¢ Challenges You Can Try

« Often you target stdout , stderr, or stdin — or even fake a FILE structure on the heap. oK roneralontes vating:

. Forge a Fake FILE structure: « House of Orange

e FSOP / _IO_FILE corruption

« Heap exploitation in CTFs like PicoCTF, HackTheBox, pwnable.tw, etc.




D @

ChatGPT 03

April 16,2025

Introducing OpenAl
o3 and o4-mini

Our smartest and most capable models to date with full tool access

Try on ChatGPT 2

Should basketball move its corner three line further out? Run a
thorough analysis of existing sentiment with projections and
visualizations of the impact of such a move and make a
recommendation.

&, Share




Talk Overview

Evolution of language models prompting
- LLMs for code generation and analysis

- Real Case studies from CTFs during 2025
- The future of CTFs

- The evolution of Information Security
Conclusion







Zero /[ Few-Shot Prompting

Convert the following CSV to JSON:

"sepal.length", "sepal.width", "petal. length", "petal.w
5.1,:3:5;,1.4,.2;"Serosa’

4.9,3,1.4,.2,"Setosa"

6.2,2.2,4.5,1.5,"Versicolor"
5.6,2.5,3.9,1.1,"Versicolor"
6.4,2.8,5.6,2.1,"virginica"
7.2,3,5.8,1.6,"Vvirginica"

Zero-Shot

Just explain What you need @ Here is the CSV data converted to JSON:




Zero /[ Few-Shot Prompting

The "farfallino alphabet" is a simple cipher that turns vowels into
trigrams

a - afa

e - efe

i ifi

o - ofo

u - ufu

Here is an example:

Pierino becomes Pifieferifinofo.

Translate this message in farfallino, without explaination, just the
message:

"Se vuoi debuggare un debugger scrivi print provola"

Sefe vufuofuififi defebufuggagafarefe ufun defebufuggagaforefe scrifivifi prifinint profovofolafa

6Py Sy L

Is this conversation helpfulso far? & @ X

Few-Shot

Also provide examples



Chain-of-Thought (CoT)

Think step by step

1. Logic Puzzle: There are two ducks in front of a duck, two ducks
behind a duck and a duck in the middle. How many ducks are
there?

Let's break it down step by step:

Given:
1. Two ducks in front of a duck
2. Two ducks behind a duck
3. One duck in the middle

We need to determine how many unique ducks there are.




Chain-of-Thought (CoT)

@app.route ('
hell

13 na

app.



Chain-of-Thought (CoT)

| think | got it!...
Actually, I'm starting to think...
But wait, if this is true ...

Oh sh*t, maybe | was right all along!







It can fix problems

tmp > C asd.c

main () {
FILE *file;

ch;

L2 PR jpgepae— A | | Sl

expected a ';'

View Pr...  Quick... Fix using...
if (file ==

Fix using Copilot (Ctrl+I)

printf (": tmp/bus\n") ;

P~ 11




The vO API is now in beta. Lea

What can | help you build?

Upgrade to Premium to unlock all of vO's features and higher limits. Upgrade Plan x

€]
o

@ Clone a Screenshot B Import from Figma B Upload a Project D Landing Page O sign Up Form

Starter Templates

N m®
Next.Js Supabase Neon Upstash
Build full-stack React apps Spin up Postgres with auth Start with Serverless Postgres Get started with Serverless Redis

From the Community

Explo




Code generation

Believe me, the output is far from perfect

but you can prototype in seconds!



Code analysis

1. High-level flow of main
step what happens why itis done

. a. bootstrap Four different byte blobs ( unk_41A8C0 , unk_4086C0 , unk_4169A0 , Those eight words are the expected ciphertext that will later be compared
D e CO m p I I e r unk_40€0e20 ) are copied to an RWX page with mmap , executed once, to your transformed in Building them dynamically makes simple static
and immediately unmapped. The return value of each blob is XOR-ed analysis harder.
into eight 64-bit words that live in a small table starting at
unk_424540 .

. banner Prints :eyes: to let a reverser know the program hasn't crashed.

c. read user input Reads one whitespace-terminated token into a std: :string called
v86 . The string is forced to stay = 64 bytes (the code branches to the
"you're wrong” path if the size is > 0x40).

d. copy input into a A zero-filled 64-byte array ( v87 , four __m128 s) is prepared. Each
64-byte buffer character of your string is written into that buffer; the rest stays 0.

e. transform For each of the 4x16-byte blocks{ Tithe block is copied into a scratch

(encrypt) the area at unk_4080Ce ;(2a virtual-machine interpreter ( sub_403BA@ )

buffer runs a 9-byte-per-instruction program stored at unk_405020 (1773
instructions) with that block as input/state; 3jwhen the VM sets a
"halt” flag, the mutated 16-bytes are copied back to the original block.




There’s also something annoying

“I’m doing a CTF...

what linux files can | use to leak uids of processes?

I'm very sorry, but | can't assist with that.

O 6 PP OV &



It’'s limited....

The bar has been raised. It cannot solve complex
challenges, only easy-medium problems.

It is particularly good at tasks that enforce
pattern-matching







Case Study 1: TsFuck

var flag_36
var flag_37
var output : 1 Ona<typeof flag
flag_5,X - <( typeof flag._
flag_2

lag_21,X

Ona<typeo
peof fl



Case Study 1: TsFuck

Reasoning Chain
1. It’s TypeScript. Encoding is g LGB ) (8, B L OO ) P ) L LU A(R 1B ) T 8 B, 8
two-digit representation of ASCII {drde). difioas
values, with some adjustment... gRleln(aRricds )= ) diaicina s
2.  Finds recurring patterns, advises
investigation
Analysis Time!



Case Study 1: TsFuck (Teamltaly Quals 2025)

Thought for 7m 57s >
Flag

@ Copy © Edit
TeamItaly{isia. == - = oy =1}
| derived it by modelling the type-level arithmetic in plain integers:

1. Xf<A,B> encodes the number 10-A + B.

2. Each ona layer computes

(flag;* + prev) mod 97

and the following Ug forces this to equal the next constant in the big list (those xf<2,4>,
Xf<8,6> ...).

. Starting with the innermost layer (where the “previous” value is 0) and walking outward lets you
solve, one by one, for every encoded digit.

. Re-ordering the solved numbers back to flag @ .. flag_37 and adding 48 to each gives the
ASCII text above, neatly wrapped in the required TeamItaly{...} format.

Enjoy!




Case Study 2: confusion (molecon 2025)

int _ fastcall main(int argc, const char **argv, const char **envp)
{

__int64 v4; // [rsp+8h] [rbp—-30h] BYREF

_OWORD v5[5]; // [rsp+10h] [rbp—-28h] BYREF

v5[1] = _ readfsqword(0x28u);
if ( arge != 5 )
{

puts ("U

exit (-1);
}
__isoc99_sscanf (argv[3], "%$1lu", v5);
__isoc99_sscanf (argv[4], "%1lu", &v4);
encrypt_initialize(argv[l], v5[0], v4);
if ( encrypt M )
{

puts ( (const char *)encrypt M );
exit (-1);

if ( *((_BYTE *)&encrypt M+ 8) )
break;
rt_OneStep() ;

while ( !encrypt M_);

if ( encrypt M )

{
puts ((const char *)encrypt M );
exit (-1);



Case Study 2: Confusion (motecon 2025)

From: GPT - o1

f!/usr/bin/env python3

soundfile as sf
t numpy as np



Case Study 2:

Confusion (motecon 2025)

It wasn’t perfect...

X untitled
Mute

Effects
O

O

X decrypted
Mute

Effects
O
O

Solo

A e

A e

05
0.0

0.5
-1.0

untitled
1.0

05
0.0

-0.5

decrypted

0.5

0.0

0.5




Case Study 2: Confusion (motecon 2025)

Qoééible;k1§
Then we could start the Sesikle 5.

bruteforce A e

sample_rate

start_second

end_second = 18

start_frame = start_second * sample_rate

num_frames = (end_second - start_second) * sample_rate

max_trailing_zeros =
best_keys = (None, None

for k2 in poééible_st:r

for k1 in possible_kis:
cmd = [“pythéh", "decrypt;p;", “fiag;encr;htéd.wév”, "éﬁt.ﬁéﬁ“, str(k1l), str(k2)]
subprocess.run(cmd, check=True)

mk”ouf.wav", "rb"j as wf:






Automated Security Tasks

usenix

4 THE ADVANCED
COMPUTING SYSTEMS
ASSOCIATION

Artifact
Eval e
SNpss

Available

Large Language Model guided & ChainReactor: Automated Privilege Escalation

Reproduced

Protocol Fuzzing Chain Discovery via Al Planning
Giulio De Pasquale, King's College London and University College London;
llya Grishchenko, University of California, Santa Barbara; Riccardo lesari,
Vrije Universiteit Amsterdam; Gabriel Pizarro, University of California,
be London; Christopher
brnia, Santa Barbara

Ruijie Meng*, Martin Mirchev*, Marcel Bohme! and Abhik Roychoudhury*
*National University of Singapo
fMPI-SP and Monash Universi

{ruijie, mmirchev, abhik} @comp.nus.edu.sg, marce!

Abstract—How to find security flaws in a protocol implemen- that is directl esentatlon/de-pasquale

tation without a machine-readable specification of the protocol?
Facing the internet, protocol implementations are particularly must be auto|
security-critical software systems where inputs must adhere to a A simple arH
specific structure and order that is often informally specified in
hundreds of pages in natural language (RFC). Without some
machine-readable version of that protocol, it is difficult to
automatically generate valid test inputs for its implementation
that follow the required structure and order. It is possible to constitute stal
partially alleviate this challenge using mutational fuzzing on a
set of recorded message sequences as seed inputs. However, the

input execute]
miea: i

DARPA’s Artificial Intelligence Cyber Challenge AIXCC is excited to have Anthropic, Google, Microsoft,

(AIXCC), in collaboration with ARPA-H, brings OpenAl, the Linux Foundation, the Open Source
together the foremost experts in AI and cybersecurity Security Foundation, Black Hat USA, and DEF CON as
to safeguard the software critical to all Americans. collaborators in this effort.*



TI m e ll n e Special mentions: gpe=re
¥ Claude

Simple code generation Massive improvement in Advarjced reverse Autonomously solves
could help use pwntools  code generation (also for englneerlng.capabllltl'es - easy-to-medium
and research exploits and tool dev) helps solve intermediate challenges (category
GPT-3.5 Turbo GPT-4 GPT-01 GPT-03

2022 2025




What's Next?

- What will be the future of CTF players?
- What will be the future of InfoSec specialists?
- What is the future of education?




So chat...

Are we cooking...or are we cooked?




